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Abstract—Millimeter-wave (mmWave) sensing has been ap-
plied in many critical applications, serving millions of thousands
of people around the world. However, it is vulnerable to attacks
in the real world. These attacks are based on expensive and
professional radio frequency (RF) modulator-based instruments
and can be prevented by conventional practice (e.g., RF finger-
print). In this paper, we propose and design a novel passive
mmWave attack, called MetaWave, with low-cost and easily
obtainable meta-material tags for both vanish and ghost attack
types. These meta-material tags are made of commercial off-
the-shelf (COTS) materials with customized tag designs to attack
various goals, which considerably low the attack bar on mmWave
sensing. Specifically, we demonstrate that tags made of ordinal
material (e.g., C-RAM LF) can be leveraged to precisely tamper
the mmWave echo signal and spoof the range, angle, and speed
sensing measurements. Besides, to optimize the attack, a general
simulator-based MetaWave attack framework is proposed and
designed to simulate the tag modulation effects on the mmWave
signal with advanced tag and scene parameters. We evaluate,
MetaWave, the meta-material tag attack in both simulation and
real-world experiments (i.e., 20 different environments) with
various attack settings. Experimental results demonstrate that
MetaWave can achieve up to 97% Top-1 attack accuracy on range
estimation, 96% on angle estimation, and 91% on speed estima-
tion in actual practice, 10-100X cheaper than existing mmWave
attack methods. We also evaluate the usability and robustness
of MetaWave under different real-world scenarios. Moreover,
we conduct in-depth analysis and discussion on countermeasures
for MetaWave mmWave attacks to improve wireless sensing and
cyber-infrastructure security.
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I. INTRODUCTION

Millimeter-wave (mmWave) sensing has been employed
extensively in many critical applications (e.g., automotive
vehicle [61], [59], security [20], and robot [91]) due to its
exceptional ability to determine the targets’ range, angle, and
velocity, and works in harsh weather and climate conditions
(e.g., lighting, smoke, and fog [84], [76]). These radars have
been used for obstacle detection, speed measurement, lo-
calization, invasion detection, blind-spot detection, collision
avoidance, and surveillance. Due to their widespread use,
particular emphasis was laid on investigating the various
attacks on mmWave sensing (hereafter mmWave attack) and
identifying solutions to mitigate these attacks. These attacks on
mmWave sensing can interfere with the sensing measurements
to disappear the ahead object or create the ghost object, which
can directly or indirectly cause serious consequences such as
crash accidents, malicious invasion, and sudden braking. Thus,
these radar sensing units are prone to wireless sensing errors
that can lead to severe consequences. For example, there is the
infamous ghosting effect from perimeter security, robots, and
automotive vehicles where it either detects something in front
that does not exist (e.g., false alarm and phantom braking)
[19], or it misses something that should have been detected
[18], [13], causing undetected intrusion and accident collision.
Such errorsome sensing mechanisms can further be designed
for meticulously targeted attacks (i.e., attack on mmWave
sensing).

Given the unique properties of the mmWave signal (loosely
recognized from 24GHz-300GHz), current attack vectors to
mmWave devices all rely on active electronic-based ap-
proaches (e.g., active jamming of electromagnetic waves and
injecting malicious signals). However, such attack signals are
generated from high-cost, and proprietary equipment, lending
these attack vectors are highly expensive, easily detectable
track provenience, and even preventable [79], [57]. On the
other side, researchers have explored that non-electronic meta-
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Fig. 1: MetaWave is a novel mmWave sensing attack with
meta-material-enhanced tags. The tags can attach to the objects
as paper tags and then hide the obstacle or intruder and
mislead the mmWave sensing measurements to produce lethal
consequences. Note: the dashed line in sensor reading (right
side) is natural, and the solid line represents tampered.
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material tags can passively modulate RF signals for commu-
nication and networking applications [30], [31], [29]. Meta-
material is a new class of functional materials designed around
unique patterns or structures, which cause them to interact
with RF signals and other forms of energy in ways not found
in nature [92], [90]. Given these tag materials’ low cost and
ubiquity, one can easily customize a meta-material tag that
tampers the modulation of mmWave signals to launch more
practical and pervasive attacks on a range of mmWave sensing
applications. Motivated by the above, we ask the following
question - is it possible to use low-cost meta-material tags to
incur high-consequence attacks on mmWave sensing?

In this work, we present the design and implementation
of a novel meta-material-enhanced tag attack on mmWave
sensing as shown in Figure 1&2, namely MetaWave. The
MetaWave system comprises two main modules as shown
in Figure 3: (i) MetaWave Tag uses the characteristics of
the meta-material to modulate the mmWave signal passively.
Specially designed tag patterns, meta-materials, and deploy-
ment methods make it possible to manipulate echo mmWave
signal and attack radar measurement results toward the attack
goal; (ii) MetaWave Attack Framework further advances the
MetaWave tag via an RF simulator to optimize the attack.
The MetaWave tag optimizer module iteratively fine-tunes
and optimizes the tag design and deployment parameters in
a simulated attack scenario to achieve optimal attack perfor-
mance. In particular, MetaWave features (1) Stealthy: unlike
existing radio frequency (RF) attacks that reply using RF
modulators to perform active attacks, MetaWave produces fully
passive meta-material tags for stealthy on-site deployment,
which exposes little information regarding the attacker; (2)
Viable: MetaWave embodiment is to use low-cost and easily
obtainable commercial off-the-shelf (COTS) materials with
customized tag designs to attack mmWave sensing systems,
which has a considerably low bar to launch attacks (simple
as paper tags); (3) Versatile: MetaWave offers multi-function
attacks through a united design framework (as shown in Figure
2). Specifically, MetaWave utilizes three common COTS
materials: C-RAM LF, tin foil, and copper parallel wire grid
to modulate and affect the victim’s mmWave sensing system
passively. In addition, the MetaWave tag is optimized via a
simulator to achieve optimal robustness and practicality.

To realize MetaWave, two technical challenges need to be
addressed: (a) Design and implement easy-obtainable meta-
material tags for the mmWave sensing attack. The foundation
of the MetaWave attack rests on the tag modulating signals

from victims’ mmWave sensing systems. When the incidental
mmWave signal meets the tag, the designated modulation
effect will be triggered, and the victim will now receive our
modified echo signal. Inspired by such modulation mecha-
nisms, we recruit three different materials (see Section III-B)
to attain three typical mmWave modulations (e.g., absorption,
reflection, and polarization). With these tags, the attackers
can realize ghost attack (GA) and vanish attack (VA), even
on multiple objects simultaneously against the RF fingerprint
protection. (b) Simulation model and optimization of the tag
attack for robustness and practicality. Since the diffraction
phenomenon of RF is more complex than that of light, the
RF simulation is more demanding than the simulation of
other sensing modalities (e.g., camera and lidar). Mainstream
RF simulators are not practical in this work due to their
high computational overhead. Moreover, the material types,
patterns, and deployment parameters (e.g., height, orientation)
of the MetaWave tags jointly lead to a high-dimensional
parameter space of the design. Finding the optimal parameters
in this high-dimensional space that satisfies the demanding
attack requirement is also a non-trivial challenge. To make
the problem tractable, we first utilize a specially designed
simulator to create a digital replica of the physical world using
the inversible simulations of mmWave signals. Compared to
mainstream simulators, our simulator is capable of calculating
the mmWave echo signal of arbitrary objects in an accurate
and efficient manner. Then, we leverage a gradient descent ap-
proach to find the optimal attack parameter solution iteratively.
That is, the system automatically outputs the MetaWave tag’s
optimal material type, pattern, size, and location. Our exten-
sive real-world experiments show that MetaWave can achieve
an average attack success rate of 97% on range estimation,
96% on angle estimation, and 91% on speed estimation.

Our contributions can be summarized in the following four
points:

e We propose a new passive attack type with meta-material-
enhanced tags on mmWave sensing and investigate the
feasibility of these security threats.

e We design and develop the first low-cost and easily
obtainable meta-material-enhanced tags with specific de-
signs for mmWave ghost and vanish attacks.

e We then design and implement a simulator-based
mmWave attack framework to optimize the attack. It can
enable stealthy and viable attacks that rapidly analyze the
physical environment and generate MetaWave tag design
for a trap setup. We will open-source this work.

e We extensively evaluate the system performance and
robustness in representative mmWave sensing scenarios
in both simulation and real-world. We further examine
the system in actual practice scenarios and present coun-
termeasures against these meta-material-enhanced tag at-
tacks.

II. THREAT MODEL

We consider an adversary Eve (Attacker) attempts to spoof
Bob (Victim), a victim that leverages mmWave sensing for
measurement and detection, such as adaptive vehicle cruising
and motion surveillance monitoring.

We identify two targeted attack cases: (1) Vanish Attack
(VA), which either hides an obstacle that Bob should avoid
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Fig. 2: Four typical MetaWave attack scenarios: (a) VA example where Eve places a MetaWave tag to hide a hard obstacle that
Bob should avoid for personal safety, (b) VA example where Eve uses a MetaWave tag to evade detection, (c) GA example
where Eve uses MetaWave tag to trigger Bob’s vehicle’s auto-braking safety feature which may lead to rear-end collision from
cars behind, and (d) GA example where Eve utilizes an intermediate RF relay to perform the multi-path attack.
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Fig. 3: MetaWave is a passive mmWave sensing attack
paradigm using meta-material-enhanced tags. For instance,
MetaWave tags are designed, manufactured, and deployed in
our scouted physical environment (i.e., trap) to affect mmWave
sensing. For instance, they can trick the mmWave sensing
system on the victim’s automotive vehicle into believing there
is no obstacle in front of the vehicle, which may cause
intentional catastrophes.

or hide Eve from being detected while trespassing, and (2)
Ghost Attack (GA), which makes objects appear out of thin air,
which triggers false alerts for obstacle detection or trespassing
security alerts. Attack examples are shown in Figure 2.

In contrast to prior work, we envision the following desir-
able features when Eve practically launches an attack:

Passive Tag: The active electromagnetic attack signal or
electronic device can be detected by forensic tools or prevented
by the security check (e.g., RF fingerprint), and the electro-
magnetic wave generation equipment is expensive, requiring
professional operating knowledge. Therefore, it is hard for
Eve to launch an attack using an active electromagnetic wave
generator to interfere or jam with Eve’s wireless sensing
system.

Practical: Assuming Bob puts the mmWave radar and com-
puting devices in a well-controlled environment (e.g., a locked
garage or security check routinely). Therefore, it is difficult for
Eve to access and modify the devices imperceptibly in advance.

Black Box: Assuming Bob’s mmWave sensing system and the
computing platform is isolated/secured from the Internet or any
other communication channels. Although Eve can have some
knowledge about mmWave sensing signal information (e.g.,
signal frequency and bandwidth), Eve does not have access to
the parameters/details of the sensing algorithms implemented,
thus, attempting black-box attacks.

As far as we know, none of the prior mmWave sensing
attacks can work under an application scenario with the con-
straints mentioned above (details in Section XII). In addition,
tags can be flexibly attached to carrier devices for deployment
in various attack scenarios: (1) Sticker: The tag can be dis-
guised as a sticker by attaching it to the surface of the object.
(2) Sign: The tag can be made into general common artifacts
(e.g., traffic or roadside signs) to be placed near the target. (3)
Drone: The tag can be hung under the drone to get close to
the target. The weight of the drone can be less than 250g, and
then the drone will not be regulated by the remote ID from
Federal Aviation Administration [34]. The operating distance
(i.e., the approximate distance from the attacker hidden to the
victim) could be more than 200m. Therefore, the challenge at
Bob’s hand is how to attack mmWave sensing with designed
MetaWave tags without violating the constraints above.

Considering the current mmWave sensors follow standards
regulated by spectrum band licenses (e.g., 24GHz) and in-
dustrial mmWave sensor parameters are publicly accessible
via administrative documents, patents, and media reports (e.g.,
Bosch [14], Continental [9]), it is practical for attackers to get
the sensing signal information of the victim mmWave sensor
from open public sources.

III. RATIONALE AND PRELIMINARIES
A. mmWave Sensing Measurements

There are multiple signal modulation technologies in
mmWave sensing, such as Frequency-Modulated Continuous-
Wave (FMCW), Continuous Wave (CW), and Frequency Mod-
ulated Shift Keying (FSK/FMSK). Considering FMCW is the
most representative one in real practice and applied in prevail-
ing sensing applications, we take FMCW as an example for
illustration. A typical mmWave probe in FMCW mode has one
transmitter and multiple receivers. The transmitter generates
the chirp waveform as s(t
fstart is the transmission start frequency, B is the sweep
bandwidth (feng — Fstart), and Tchirp is the chirp duration.
Then the chirp signal is reflected back by the object at the
distance d and received by the receivers at the probe. The
received signal is given by r(t) = co0s(2 fstart(t—tgelay) +

Tonirs (T taetay)2), Where tgelay = 2959 is the time delay
due to an object at distance d moving with velocity

with
respect to the probe, Cc is the speed of mmWave signal in
air.  represents the amplitude of the received signal. Thus,
the received signal consists of three fundamental properties
of the sensing target (i.e., range d, angle , and speed ) for



measurement, which are the basis of the mmWave sensing.
Then the range estimation is derived by d = TCTCfb, where T¢
is the up-chirp time, and fj, is the beat frequency corresponding
to the target. The angle estimation is = arcsin(zi‘,), where
A is the phase difference at the receive antennas, | is the
distance of the receive antennas, and  is the wavelength of the
sensing single. The speed estimation is = where
A\ is the phase shift.
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Fig. 4: Targeted absorption, reflection, and polarization of inci-
dent mmWave signal are essential characteristics of MetaWave
tag design. Different combinations of MetaWave meta-material
tags will enable pre-programmed mmWave modulation to be
deployed for different attack applications.

B. Meta-material Tags

MetaWave tag includes negative refractive index (i.e.,
mmWave absorbing) meta-material, and RF modulations meta-
material (i.e., specular reflection and polarization) as shown in
Figure 4. Rather than directly attacking the computing parts
of a mmWave sensing system, MetaWave tag aims at directly
modulating the sensing echo signal while physically present
in the environment. We select proper attack materials that
can achieve low-cost and high-precision attacks while being
harmless to the human body and environment. It is worth
noting that most of the meta-materials can cover a wide range
of RF frequencies, enabling high robustness and scalability
in real practices. For example, the refection tag (e.g., metal
foil-based) can create a strong reflection for RF signal from
a wide frequency band supporting Sub-6GHz and Terahertz
bands [12], [62], [78].

Absorption Tag is to largely attenuate the amplitude of
the echo signal, which can make the probe believe there
is no object detected and make the obstacle/intruder ahead
disappear. We find that the C-RAM LF material [16] is the
most suitable for attacking mmWave. C-RAM LF is layers of
lossy open-cell plastic foam It is lightweight, flexible, and can
be bonded to many metals, plastic, or wooden surfaces using a
polychloroprene contact adhesive. The frequency range of use
is 18—40 GHz with -20dB. It has high service temperature of
a maximum of 120 C. Its thermal conductivity is 6.5 x 10 °
cal-cm/sec-cm?- C and density is 0.07g/cm®. We consider
C-RAM LF as a meta-material because it was not the materials
(e.g., metal wires, silicon chips, etc.) traditionally utilized in
RF circuit and system designs.

Reflection Tag is to rebound the transmission signal and spoof
the object detection by overwhelming the object signal and
utilizing the range resolution limitation (round 0.75-0.9m in

24GHz probe) [57]. It can create ghost objects to the radar
and affect the position and speed measurements. The tin foil
is the most suitable for the reflection tag since it is malleable
and can create a strong electromagnetic reflection. The high-
frequency RF energy is strongly reflected when the frequency
is higher than 100 MHz (e.g., 24-300GHz). The density of
tin foil is 2.7g/cm2, but it only has a thickness of 0.016 mm,
making it ultra low-weight in practice.

Polarization Tag is to restrict the specific fields in the
mmWave signal movement since the mmWave signal is the
transverse wave, which can tamper with the echo signal. The
polarization tag is mainly used for performing GA for speed
and angle measurements. We use specific designed parallel
grid made of fine copper wires as polarization tags [15]. The
polarization tag can attenuate EM waves in the parallel wire
direction by more than 90% while having almost no effect
on EM waves in the perpendicular wire direction. It is a
combination of cardboard and copper wire, with a thickness
of 3mm and a density of around 8g/cm3.

C. Simulator to Optimize Attack Designs

Different from the adversarial examples aiming for deep
neural networks [77], the physical attack prefers manipulating
the physical environment to spoof and mislead the sensing
measurements leading to disaster aftermath (e.g., a crash)
[24]. Compared to other active attacks, this physical attack
works passively and is harder to discover and trace with
existing forensic tools (e.g., RF fingerprint and false alarm
detection). Then, we propose this MetaWave attack. In this
work, the designed simulator can provide a digital replica
of the corresponding attack scenario (i.e., the physical object
or process) and simulate the tag modulation effects on the
mmWave signal. Besides, we also utilize the optimization
concept in the simulator [28] to optimize the tag design and
deployment parameters (i.e., the physical manipulation) to
achieve a practical and robust mmWave attack.
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D. Feasibility Study

To examine the feasibility of MetaWave attack using the
meta-material tag, we perform a real-world VA feasibility
study using a mmWave sensing probe and a corner reflector in
the real world. We first place a trihedral corner reflector (30
cm height and width), four meters in front of the mmWave
sensing probe, and record its original mmWave response. As



shown in Figure 5(a), a peak that represents the corner reflector
is detected at four meters range using Fast Fourier transform
(FFT). Then, we apply a real mmWave absorbing meta-
material-enhanced tag on the corner reflector and record the
attacked mmWave response. As shown in Figure 5, the meta-
material absorbing tag is effectively erasing the response wave
from the corner reflector. Making radar receivers disabled
to sense the object fundamentally. So far, such fundamental
attacks are undetectable using mmWave sensing systems alone.

IV. SYSTEM OVERVIEW

A. MetaWave Tag Design
(@)

26

M (m)
Fig. 6: MetaWave tags can be designed into both 2D and

3D patterns to blend in the environment. Representative tag
patterns, (a)-(e) are basic 2D pattern, (f)-(h) are advanced 2D
pattern, and (i)-(j) are 3D pattern. (k)-(m) are the real-world
prototypes of absorption, reflection, and polarization tags.

MetaWave’s meta-material tags are malleable. As shown in
Figure 6, tags can be made into various shapes and structures to
blend with the environment to improve stealthiness. Moreover,
these meta-materials are COTS, making the tags easy to make.

After extensive evaluation, we find that the hexagon is
the most suitable candidate for the basic tag element. Since
the hexagon is densely paved and has reflection symmetry,
the hexagon shape has less overlap than other shapes (e.g.,
circle) and can be composed into honeycomb patterns, as
shown in Figure 6(h). In addition, each honeycomb hexagon’s
material and orientation can be individually adjusted and
reused. Therefore, the honeycomb pattern has the best overall
robustness with ultra-low-cost.

As shown in Figure 6(i) and (j), the MetaWave supports 3D
patterns as well. The 3D patterns have the unique advantage
of multi-directional attack, capable of attacking in multiple
directions with no impact of orientation. Moreover, the 3D
patterns can be rotated to generate micro-motion for attacking
the Doppler effect-based measurement algorithms, thus further
improving the attack performance.

B. MetaWave Attack Framework Design

1) Scene Parameters : As shown in Figure 7 and Table
I, we need two types of parameters at the initial beginning to
define an attack scenario. The first one is the victim parameters
, including the victim’s radar sensor frequency, bandwidth,
polarization mode, and sensing distance. These parameters are
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Fig. 7. MetaWave attack framework contains two parts: the
Differentiable RF simulator and the MetaWave Tag Opti-
mizer. It takes scene parameters including the victim and the
trap setup as input, and outputs an optimized tag design with
specific tag deployment parameters such as location.

usually publicly open or can be obtained from the target prod-
uct’s manual or even through social engineering, alternatively,
by using an RF signal receiver to sample the target radar’s
parameters (details see Section II). It is worth mentioning that
existing RF modulator-based attack approaches also need these
parameters to launch attacks (details see Section XII and Table
IIT). The second type is the trap parameters that include the
geometry and material of the objects (e.g., walls, vehicles) and
the trap environment. These objects usually have a consistent
geometry, or their crucial descriptors are easily obtainable due
to the manufacture standards and marketing or user needs,
so common pre-defined geometries can be used. Also, the
characterization of the scenario environment can be observable
via remote measurements (e.g., telescope, augmented reality)
or extracted through public navigation maps (e.g., Google
Maps). The total number of scene parameters is about 1000,
most of which define the object geometry.

2) Differentiable RF Simulator: To find the optimal design
of MetaWave tags for a given scenario, we need a specially
designed RF simulator that can both output the simulated
sensing signal and provide guidance for optimizing the tag
design in the gradient estimation. To achieve this, we need
a simulation technique that is (1) Differentiable: The dif-
ferentiability of the simulator can dramatically increase the
optimization speed of the gradient-based optimizer; (2) Effi-
cient: the highly efficient simulator can enable fast iteration for
finding optimal tag design. However, existing Computational
Electromagnetics methods such as FEM [43] and MoM [35]
have huge computational costs and are therefore unable for fast
iteration and hence are not suitable for this work. Ray tracing
is a method of computer graphics that simulates the physical
behavior of light. Since RF and light are both electromagnetic
radiations. The ray-tracing method can also be applied to RF.
MetaWave’s simulation is based on the Shooting and Bouncing
Rays (SBR)[53]. The ray tracing-based method is much faster
than other RF simulation methods (e.g., FEM [43] and MoM
[35D).

RF-Object Intersection: To simulate the interaction of RF



TABLE I: Scene parameter examples in the proposed simulator

. Example ..
Parameter Categories Value Description
mmWave Frequency 24 GHz Frequency of
target radar
Polarization
£ | mmWave Polarization Circular method of
3 mmWave
> =
mmWave Bandwidth | 500 MHz Bandwidth of
mmWave
. Waveform
mmWave Carrier FMCW modulation method
Function mapping
Sensing Algorithm Range FFT raw signal to
sensing results
Sensing Distance 10m Ful’lC.IIO.Il fhstance
of victim’s radar
Victim/Radar Rotation | (1,0.5,0.5,1) Quaternion
(X,Y,Z,W)
Victim/Radar Position 0,2,0) 3D vector (X,Y,z)
Ghost/Target Rotation (0,1,0,0) Quaternion
(X,Y,Z,W)
3 Ghost/Target Position 0,1,5) 3D vector (X,y,z)
= List of Points
Ghost/Target Geometry Car defines the mesh
Ghost/Target Material Metal BSDEF of S}lrface
properties
Environment Road . List of
environment meshs

signals with the object geometry, we need to find the specific
location where RF intersects the object. And because of the
wave-particle duality of EM and to reduce the computational
complexity, we only consider the particle properties of the
RF at this stage and emit it as a ray. The geometry of the
object in the digital world is usually represented by thousands
to millions of triangles (i.e., mesh). Since direct intersection
computation of mesh is challenging, we split the intersection
detection with mesh into intersection detection with each trian-
gle within its mesh and calculate the integral of all intersected
rays to get approximate solutions. The whole process is called
ray tracing.

We utilized the Bounding Volume Hierarchy (BVH) [81]
structure to store the triangles, which is an optimization
structure-based binary search tree that has the logarithmic time
complexity of finding the nearest triangle at a given location.
The Moller-Trumbore intersection algorithm [56] is used for
the fast ray-triangle intersection calculation. The Monte Carlo
method is used to calculate the approximation of all rays
emitted and received by the radar. However, the classic random
sampler in ray tracing and SBR is considered indifferentiable.
Therefore, we applied a new edge sampler [48] in MetaWave’s
sampling state, which is continuous and can be differentiated.

Material Simulation: Material simulation and definition are
essential for the attack system because of the need to simulate
MetaWave tags with different RF modulation methods. How-
ever, the native SBR method does not support the simulation
of materials. Therefore, we enhance SBR by introducing an
extension of the Bidirectional Scattering Distribution Function
(BSDF) in the ray-tracing stage.

BSDF is a universal function that defines an arbitrary

surface’s reflection and refraction properties [22], as shown
in Figure 4. The BSDF takes incident ray and reflection ray
direction as input and returns the probability of the reflection
happening. In addition, it can also change the characteristics
of the rays (e.g., polarization).

RCS Estimation: The Radar Cross-section (RCS) of simulated
objects is estimated via the number of ray hits and the distance
of the ray. RCS is then used to calculate the voltage level of
the radar echo signal. The voltage level of each ray is denoted

as [72]:
|GTGRr
V=y——; 1
4 d M
where is the RCS, Gt and Gg is the gains of transmitter

and receiver, d is the ray distance, is the wavelength.

FMCW Propagation: It is worth mentioning that MetaWave
simulator can work for various signal modulation technologies
(e.g., FMCW, CW) in signal propagation. As discussed in
Section III-A, we use FMCW as an example for illustration.
The FMCW Propagation module first generates an FMCW
waveform from digital radar. Then manipulate the transmitted
signal according to the response of the objects. The echo signal
is denoted as [73]:

N
S () =) _A(; )exp2 j(t +f ) (@
i=0
where N is the number of the rays. A( ; ) is the attenuation

at given  (azimuth) and (elevation) angle, f; is the carrier
frequency, is the frequncy slope. The signal delay is
denoted by = %. It is worth noting that f; and can be

configured to simulate RF with different frequencies.

The simulator takes the scene parameters as input. A digital
copy of the attack trap is created based on the parameters of
environmental, objects, and radar specifications. The digital
radar then emits an RF signal, which is received by the radar
and approximated by a number of ray samples. Each ray is
passed through the RF-Object Intersection module to calcu-
late the ray exposure point, and then the reflected/refracted rays
are calculated based on the surface properties of the Material
Simulation module. The RCS values are then fed into the
FMCW Propagation module to calculate the echo signal for
FMCW. The simulator outputs the time-domain RF signal.

To illustrate the fidelity and effectiveness of this simula-
tor, we compare our simulated signal with other commercial
simulator products (see Section VII). To reduce the effect of
noise in the time domain signals, we convert the signals to
the frequency domain via an FFT heatmap. We use Structural
similarity (SSIM) [82] to measure the similarity. SSIM is a
full reference method (FR) [75] that considers both structural
information and perceptual phenomena of the data. It is better
at handling two-dimensional signal data than metrics such as
PSNR [74]. The SSIM outputs a value range from 0 to 1. The
higher the SSIM, the better the similarity.

3) MetaWave Tag Optimizer: Given a scenario , the at-
tacker aims to design a MetaWave tag such that when deployed
in this scenario, the mmWave measurement results are manip-
ulated according to the attack goal. The MetaWave attack on
mmWave sensing via MetaWave tag can be formulated as:

Lix;y) =ky F(S( +x)k’; 3)



where X is the tag parameters, y is the attack goal value,

f is a mmWave measurement algorithm. It is worth noting
that MetaWave only requires querying these measurement
algorithms and does not need implementation details. S is the
RF simulator, S( +X) is the simulated mmWave signal of the
scenario with MetaWave tag, is the attack success criterion
threshold. The attack goal is realized when the loss function
L < is achieved.

The attack goal value y is the mmWave measurement
results of the ideal successful attack scenario. y for disap-
pearing attack is set to O since the attack excepted the target
disappeared on the radar. y for the creation attack is set to the
detection threshold of the target measurement algorithm. To
minimize the L2 norm in Equation 3, we employ the natural
evolution strategy (NES) [39] and automatic differentiation
(AD) for gradient estimation and use Stochastic Gradient
Descent (SGD) [45], [71] as an optimizer to fine-tune the
MetaWave tags.

V. ATTACK SYSTEM INTEGRATION

Algorithm 1 MetaWave Attack Framework

sceneP aram: Attack scenario parameters
radar: Radar setting

RF measure: RF measurement Algorithm
goal: Attack Goal Value

Output: tagP aram: MetaWave tag parameter.

Input:

1: tarParam = TagParam.randomlInit()

2: sceneGen = SceneGenerator.create(sceneParam)
3: simulator = DiffRFSim.create()

4: optimizer = Optimizer.create()

5: for _ in range(MAX_ITER) do:

6: scene = sceneGen.generate(scene,tagParam)
7: simSignal = simulator.sim(scene)

8: simValue = RFmeasure(simSignal)

9: loss = Loss(simValue, goal)

10 if loss  threshold then
11: return tagParam

12: end if
13: optimizer.zeroGrad()

14: loss.backward()
15: optimizer.step()

16: end for

17: return tagParam

A. MetaWave Tag Advancement

In this section, we further advance the MetaWave tag
design and deployment parameters using the simulator. The
simulator can automatically optimize the MetaWave tag design
for different attack scenarios. To simulate the meta-materials,
we define BSDF for each material according to its character-
1stics.

1) Absorption Tag in MetaWave Simulator: The C-RAM
LF material has a -20db attenuation for mmWave signals,
meaning that it is able to reduce energy reflections by 90%.
Therefore, for the BSDF of absorbing material, we set a
90% probability of absorbing rays and a 10% probability of
Lambertian reflection. The BSDF of C-RAM LF material is
denoted as: BSDF( i; i r; r) -=, where ( j; j) is
direction of incident rays, ( r; ) is direction of reflection
rays. s is the albedo of the material. in this work, ¢ = 0:1.

2) Reflection Tag in MetaWave Simulator: We use tin
foil tape as the reflection material. The reflection of metal
for millimeter wave follows the same specular reflection as
visible light. The probability of ray reflection is related to
the angle of incidence and the angle of the normal plus
fuzziness. The BSDF of specular reflection is denoted as:
BSDF(i; iv s )= s(i— v) (i+ — ), where
( i; i) is direction of incident rays, ( r; r) is direction of
reflection rays. s is the specular albedo of the material, is
the dirac delta function.

3) Polarization Tag in MetaWave Simulator: mmWaves
waves pass directly through linearly polarizing materials and
are not reflected or scattered. However, the material changes
the way mmWave is polarized. The material retains the polar-
ization in the tag’s tangent direction and rejects the polarization
in the bitangent direction. As shown in Figure 4. A circularly
polarized mmWave will transform to linearly polarization after
passing through.

TABLE II: Tag parameter examples for mmWave attack

Parameter Categories | Example Value | Description

Tag Design Parameters

BSDF of MetaWave

Tag Material Absorb tag
Tag Pattern Honeycomb Texture, Geometry, or
Presets

Tag Deployment Parameters

Relative Size (0.1,0.1,0.1) 3D vector (X,y,z)
Relative Position (0,0,-0.5) 3D vector (X,y,z)
Relative Rotation (0,0,0,0) Quaternion (X,y,z,w)
Position Tolerance (0,0,-0.5) 3D vector (X,y,z)
Rotation Tolerance (0,0,0,0) Quaternion (X,y,z,w)
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Fig. 8: In MetaWave simulator, scene parameters are defined in
three parts to characterize the attack scenario: tag parameters,
victim parameters, and trap parameters. The MetaWave Tag
optimizer tunes tag parameters until it makes the victim’s
mmWave sensor makes a mistake. For instance, the MetaWave
tag vanishing the roadblock can lead to a severe collision on
highways with roadworks.

B. Simulator-based MetaWave attack on mmWave sensing

Different from most adversarial attacks that are focus-
ing on the computing module (e.g., the target recogni-
tion/classification algorithms), MetaWave targets the physi-
cal characteristic of RF via a differentiable RF simulator.
MetaWave’s simulator-based attack system utilizes an iterative
approach to find the optimal tag design and deployment param-
eters, as shown in Figure 8. The integrated end-to-end attack






